
Lecture	
  10	
  –	
  Process	
  Groups,	
  Causal	
  Ordering	
  
	
  

1. Questions	
  from	
  reviews	
  
2. Overall	
  model	
  

a. Small	
  scale	
  distributed	
  system:	
  air	
  traffic	
  control	
  
i. Radars	
  sense	
  where	
  planes	
  are,	
  send	
  out	
  updates	
  
ii. Controllers	
  make	
  requests,	
  send	
  out	
  their	
  commands	
  
iii. Planes	
  ask	
  for	
  commands	
  
iv. Note	
  that	
  radars	
  +	
  planes	
  are	
  “outside”	
  –	
  the	
  system	
  is	
  really	
  the	
  

controllers	
  
b. QUESTION:	
  What	
  are	
  goals?	
  

i. Goal	
  is	
  fault	
  tolerant	
  computing	
  
1. Use	
  replication	
  for	
  reliability	
  

ii. Goal	
  is	
  simple	
  programming	
  
1. Programmer	
  relies	
  on	
  library/service	
  to	
  handle	
  things	
  

iii. Non	
  goal:	
  byzantine	
  fault	
  tolerance	
  
1. Rely	
  on	
  failure	
  detector	
  to	
  mark	
  failed	
  nodes	
  as	
  dead	
  

c. USE:	
  
i. Used	
  in	
  DCE	
  corba	
  for	
  dist	
  object-­‐oriented	
  systems	
  
ii. Used	
  in	
  Microsoft	
  cluster	
  service	
  for	
  coordination	
  
iii. Used	
  by	
  stock	
  exchange,	
  French	
  air-­‐traffic	
  control	
  
iv. Ultimately	
  lost	
  in	
  the	
  market	
  to	
  much	
  larger	
  scheme	
  for	
  database-­‐

oriented	
  solutions	
  
3. History	
  of	
  model	
  

a. Grew	
  out	
  of	
  byzantine-­‐fault	
  tolerance	
  work:	
  the	
  idea	
  of	
  replicated	
  state	
  
machines,	
  atomic	
  delivery	
  of	
  messages	
  

b. Want	
  to	
  adapt	
  to	
  a	
  practical	
  setting	
  –	
  not	
  just	
  replicated,	
  deterministic	
  state	
  
machine,	
  but	
  any	
  applications	
  

c. Want	
  to	
  make	
  higher	
  performance	
  than	
  atomic/total	
  ordering	
  
4. WHAT	
  does	
  the	
  model	
  include?	
  

a. Failure	
  mode:	
  halt	
  (fail	
  stop)	
  
i. Processes	
  fail	
  by	
  halting	
  
ii. A	
  failure	
  detector	
  service	
  detects	
  failures,	
  sends	
  out	
  notification	
  

messages	
  
b. Process	
  groups	
  

i. Names	
  for	
  groups	
  (e.g.	
  identifiers)	
  
ii. Memberships	
  change	
  over	
  time	
  

1. Unlike	
  byzantine	
  generals…	
  
c. Reliable	
  Multicast	
  (called	
  broadcast)	
  to	
  a	
  group	
  

i. Can	
  achieve	
  “atomic	
  broadcast”	
  meaning	
  all	
  receive	
  or	
  none	
  do	
  
1. Just	
  like	
  byzantine	
  generals	
  



ii. Relaxed	
  a	
  bit:	
  if	
  one	
  node	
  receives	
  a	
  message	
  then	
  fails	
  before	
  sending	
  
anything	
  else,	
  order	
  can	
  be	
  changed	
  at	
  other	
  nodes	
  

d. Ordering	
  model:	
  virtual	
  synchrony	
  
i. Ideal	
  situation:	
  clocks	
  advance	
  in	
  lockstep	
  on	
  all	
  nodes.	
  Reality	
  is	
  clock	
  

skew,	
  message	
  delay,	
  processing	
  delays	
  
1. Everything	
  has	
  a	
  total	
  global	
  order	
  

ii. Implement	
  virtual	
  synchrony,	
  which	
  has	
  the	
  same	
  programming	
  model	
  as	
  
synchrony	
  

iii. 	
  
1. Difference:	
  concurrent	
  messages	
  can	
  overlap	
  

5. Process	
  groups	
  
a. QUESTION:	
  what	
  is	
  the	
  point?	
  

i. Naming:	
  keep	
  track	
  of	
  who	
  is	
  interested	
  in	
  an	
  object	
  
ii. Membership:	
  handle	
  views	
  of	
  who	
  is	
  supposed	
  to	
  receive	
  messages	
  
iii. Failure	
  reporting:	
  other	
  members	
  of	
  a	
  group	
  learn	
  of	
  failed	
  members	
  

b. USES:	
  
i. Diffusion	
  groups:	
  propagate	
  information	
  from	
  leader	
  to	
  followers	
  
ii. Client	
  server	
  groups:	
  clients	
  talk	
  to	
  a	
  group	
  of	
  servers	
  
iii. 	
  

c. QUESTION:	
  How	
  are	
  process	
  groups	
  maintained?	
  
i. GBCAST	
  (Group	
  broadcast)	
  communicates	
  membership	
  changes	
  
ii. QUESTION:	
  How	
  should	
  these	
  be	
  ordered	
  with	
  respect	
  to	
  normal	
  

application	
  communication?	
  
1. A:	
  want	
  total	
  order	
  (like	
  a	
  distributed	
  snapshot):	
  app	
  messages	
  

are	
  either	
  before	
  membership	
  change	
  or	
  afterwards	
  
iii. Basic	
  model:	
  failure	
  detector	
  service	
  runs	
  at	
  every	
  node	
  

1. When	
  app	
  detects	
  possible	
  failure	
  (e.g.	
  missed	
  message),	
  notifies	
  
failure	
  detector	
  

2. Failure	
  detector	
  can	
  then	
  use	
  GBCAST	
  to	
  make	
  failure	
  visible	
  to	
  all	
  
d. Protocol	
  for	
  updating	
  view:	
  

i. Send	
  	
  “view	
  extension	
  message”	
  
1. On	
  receipt,	
  if	
  no	
  prior	
  concurrent	
  view	
  extension,	
  than	
  ACK	
  
2. Else	
  NACK,	
  providing	
  nodes	
  from	
  other	
  view	
  extension	
  

ii. On	
  receipt	
  of	
  ACKs	
  
1. Send	
  out	
  commit	
  making	
  new	
  view	
  real	
  

iii. On	
  receipt	
  of	
  a	
  NACK,	
  update	
  extension	
  and	
  retry	
  from	
  beginning	
  
iv. If	
  there	
  are	
  partial	
  views	
  from	
  a	
  failed	
  extension	
  

92 K. Birman

!

"

#

$

%

&'()* + ,+ -+ .+ /+ 0+ 1+ 2+

Fig. 6.1 Synchronous run.
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Fig. 6.2 Virtually synchronous run.

Servers also use replication to implement high availability and fault-tolerance mech-
anisms, ensure low latency, implement caching, and provide distributed manage-
ment and control. On the other hand, replication is hard to implement, hence devel-
opers typically turn to standard replication solutions, packaged as sharable libraries.

Virtual synchrony, the technology on which this article will focus, was created
by the author and his colleagues in the early 1980’s to support these sorts of ap-
plications, and was the first widely adopted solution in the area. Viewed purely as
a model, virtual synchrony defines rules for replicating data or a service that will
behave in a manner indistinguishable from the behavior of some non-replicated ref-
erence system running on a single non-faulty node. The model is defined in the
standard asynchronous network model for crash failures. This turns out to be ideal
for the uses listed above.

The Isis Toolkit, which implemented virtual synchrony and was released to the
public in 1987, quickly became popular [40, 14, 65, 10]. In part this was because
the virtual synchrony model made it easy for developers to use replication in their
applications, and in part it reflected the surprisingly good performance of the Isis
protocols. For example, Isis could do replicated virtually synchronous updates at
almost the same speed as one could send raw, unreliable, UDP multicast messages:
a level of performance many would have assumed to be out of reach for systems
providing strong guarantees. At its peak Isis was used in all sorts of critical settings
(we’ll talk about a few later). The virtual synchrony model was ultimately adopted
by at least a dozen other systems and standardized as part of the CORBA fault-
tolerance architecture.

Before delving into the history of the area and the implementation details and
tradeoffs that arise, it may be useful to summarize the key features of the approach.
Figures 6.1 and 6.2 illustrate the model using time-space diagrams. Let’s focus ini-
tially on Figure 6.1, which shows a nearly synchronous execution; we’ll talk about
Figure 6.2 in a moment. First, notation. Time advances from left to right, and we see
timelines for processes p, q, r, s and t: active applications hosted in a network (some
might run on the same machine, but probably each is on a machine by itself). Notice
the shaded oval: the virtual synchrony model is focused on the creation, manage-
ment and use of process groups. In the figures, process p creates a process group,
which is subsequently joined by process q, and then by r, s and t. Eventually p and
q are suspected of having crashed, and at time 60 the group adjusts itself to drop
them. Multicasts are denoted by arrows from process to process: for example, at



1. If	
  new	
  primary	
  has	
  them,	
  include	
  failure	
  of	
  prior	
  manager,	
  
includes	
  in	
  view	
  (to	
  prevent	
  NACK)	
  

2. If	
  has	
  committed	
  prior	
  extension,	
  some	
  nodes	
  may	
  not	
  have	
  
committed	
  –	
  includes	
  in	
  next	
  view.	
  

e. QUESTION:	
  How	
  use	
  process	
  groups	
  
i. Keep	
  track	
  of	
  coordination	
  information	
  (e.g.	
  GFS	
  masters	
  in	
  Google	
  File	
  

System)	
  
ii. Different	
  terminals	
  used	
  by	
  different	
  air	
  traffic	
  controllers	
  

6. Multicast	
  Primitives	
  
a. Key	
  idea:	
  virtual	
  synchrony	
  

i. In	
  real	
  synchrony,	
  can	
  only	
  send	
  one	
  message	
  at	
  a	
  time	
  (to	
  get	
  total	
  order	
  
everywhere)	
  

ii. In	
  virtual	
  synchrony,	
  can	
  have	
  concurrent	
  independent	
  operation,	
  but	
  
ensure	
  delivery	
  is	
  in	
  correct	
  order	
  at	
  the	
  end	
  	
  

1. Buffer	
  messages	
  at	
  recipient	
  until	
  can	
  be	
  delivered	
  in	
  right	
  order	
  
iii. SO:	
  separate	
  reception	
  (message	
  arrives)	
  from	
  delivery	
  (give	
  to	
  

application)	
  
iv. 	
  

b. GBCAST:	
  totally	
  ordered	
  with	
  respect	
  to	
  other	
  communication	
  
i. Messages	
  from	
  a	
  failed	
  process	
  must	
  be	
  delivered	
  before	
  GBCAST	
  of	
  its	
  

failure	
  
ii. GBCASTS	
  and	
  other	
  broadcasts	
  with	
  overlapping	
  destinations	
  must	
  have	
  

same	
  order	
  
iii. NOTE:	
  this	
  ordering	
  requirement	
  (ordered	
  with	
  everything)	
  could	
  be	
  very	
  

expensive!	
  
iv. IMPLEMENTATION:	
  deferred	
  

c. ABCAST:	
  atomic	
  broadcast	
  
i. Specify	
  a	
  destination	
  label	
  (scope	
  of	
  ordering)	
  so	
  you	
  can	
  have	
  

independent	
  atomic	
  broadcasts	
  going	
  on	
  
1. Want	
  most	
  flexibility	
  possible	
  in	
  ordering	
  

ii. All	
  ABCAST	
  delivered	
  to	
  all	
  destinations	
  or	
  none	
  (Atomic)	
  
1. If	
  delivered	
  to	
  one	
  node	
  &	
  sender	
  fails,	
  receiver	
  can	
  resend	
  

iii. All	
  ABCAST	
  to	
  same	
  label	
  are	
  received	
  in	
  same	
  order	
  at	
  all	
  destinations	
  
iv. Prototype	
  implementation:	
  two	
  phase	
  delivery	
  (like	
  Lamport)	
  

1. Send	
  msg	
  to	
  all	
  receipiend	
  
2. Recipients	
  mark	
  undelivered,	
  send	
  back	
  a	
  priority	
  (e.g.	
  like	
  a	
  

lamprt	
  clock)	
  
3. Sender	
  collects	
  all	
  acks,	
  picks	
  max	
  priority	
  and	
  sends	
  it	
  back	
  
4. Receiver	
  resorts	
  queue,	
  marks	
  message	
  deliverable	
  and	
  delivers	
  

message	
  at	
  head	
  of	
  queue	
  
5. NOTE:	
  single	
  queue	
  undelivered	
  and	
  deliverable	
  messages	
  
6. SHOW	
  EXAMPLE	
  
7. NOTE:	
  can	
  have	
  a	
  separately	
  delivery	
  queue	
  for	
  each	
  label	
  

v. Reliability:	
  



1. If	
  a	
  node	
  has	
  an	
  undelivered	
  message	
  and	
  detects	
  failure	
  of	
  
sender,	
  will	
  resend	
  as	
  the	
  new	
  leader	
  (guarantees	
  eventual	
  
delivery	
  if	
  any	
  recipient	
  received	
  it).	
  

d. CBCAST:	
  causal	
  broadcast	
  
i. Specify	
  set	
  of	
  destinations.	
  (process	
  group)	
  
ii. Ordering:	
  

1. Ensures	
  happens-­‐before	
  delivery:	
  if	
  message	
  sent	
  by	
  A	
  to	
  B	
  and	
  C,	
  
then	
  B	
  sends	
  a	
  message	
  to	
  C,	
  then	
  C	
  receives	
  message	
  from	
  A	
  
before	
  message	
  from	
  B	
  

2. Uses	
  “clabel”	
  to	
  express	
  causality,	
  like	
  Vector	
  or	
  Lamport	
  clocks	
  
3. QUESTION:	
  Why?	
  

a. Suppose	
  you	
  have	
  a	
  file	
  
i. Process	
  A	
  multicasts	
  “create	
  file	
  F”	
  
ii. Process	
  B	
  multicasts	
  “append	
  to	
  file	
  F”	
  

b. Causality	
  ensures	
  that	
  all	
  members	
  get	
  process	
  A	
  message	
  
before	
  process	
  B	
  

4. 	
  
5. Notice:	
  does	
  not	
  ensure	
  total	
  order	
  (P1	
  sees	
  broadcast	
  in	
  4	
  and	
  5	
  

an	
  order	
  different	
  from	
  P2	
  and	
  P3)	
  
6. Example:	
  doesn’t	
  provide	
  total	
  order,	
  
7. VISION:	
  FIFO	
  channels	
  in	
  point-­‐to-­‐point	
  are	
  helpful	
  (e.g.	
  tcp/ip)	
  

a. Ensure	
  things	
  come	
  in	
  the	
  right	
  order	
  
i. Buffer	
  things	
  that	
  arrive	
  out	
  of	
  order,	
  resend	
  if	
  

missed	
  
b. Want	
  same	
  property	
  for	
  multicast,	
  but	
  want	
  most	
  useful	
  

relaxed	
  order	
  (for	
  performance)	
  
iii. Atomic	
  delivery:	
  to	
  all	
  or	
  none	
  of	
  destination	
  
iv. Implementation	
  (prototype	
  –	
  not	
  real	
  one	
  used)	
  

Figure 4. An Event Diagram for the trading example illustrating anomalws ordering behavior (all
communication is via causal multicast).

Theoretic Option user
Pricing Pricing Monitor Monitor Output

25 ’12 26 7/” 27

Option price 25.5 .................... ....................... ~

Theoreticalprke 26.75 ......................

~ {

%=.o3

Option price 26 ...................... ......................... ~ 9(D:s+
sJ:

Theoreticalprice 26.25 ..................... ~bW
Option price 26.50””””””””””” -“” !

-1b......... ,Q
:
.

Theoretical price 27.0 ......................

w
$$”r .2

/’ :.....
\ Fake crossirr~ due [ !

to ordering anomaly

Figure 4 illustrates a scenario in which the semantic
ordering constraints are not enforced. The price of an option
is multicast by one server. Another server calculates the the-
oretical price of the option, which is the basis for many trad-
ing decisions. The correct behavior for this application
obeys a semantic ordering constraint defined informally as
follows: a theoretical price is ordered after the underlying
option price from which it is derived and before all subse-
quent changes to that underlying price. An anomaly occurs
in the depicted example when the theoretical price data is
delivered after the underlying option price has changed. A
monitoring program could then observe an inconsistent
view of the world the new option price and a theoretical
price baaed on the old option price. Because the new option
price and the old theoretic price are “concurrent messages”
according to the happens-before relationship on messages,
neither causal or total multicaat can avoid this anomaly.

This example illustrates limitation 3—’’cat’t say the
whole story.” The semantic ordering constraint between the
new option price and the old theo@ic price is stronger than
the “hapWns-before” relationship and, hence, unenforce-
able by CATOCS. Note that a large percentage of the data
on a trading floor is computed data, e.g. the theoretical pric-
ing data, and therefore semantic ordering constraints are fre-
quent. (Note that although the anomaly in this example
super%cially resembles the “hidden channels” anomalies

7. We have helped design over 150 commercial trading floors that
are in production use and so speak from a significant basis of expe-
rience.

depicted in F@res 2 and 3, the limitation illustrated is dif-
ferent.)

A CATOCS-based solution also appears too expensive
because each unique stock and instrument should be
assigned its own process group so as to not over-comtmin
message ordering when using causal muhicast. However, a
large trading floor must monitor price changes on several
hundred thousand stocks and derivative instruments,
requiring more process groups than we understand current
CATOCS implementation cau support.

In production systems we have designed, every pricing
aerviceg maintains version numbers on security prices,
either as a real-time timestamp or as a sequenee number.
Each computed data object records the id and version num-
ber of its base data object in a designated “dependency”
field. General-purpose utilities maintain the dependencies
among data objects, and applications exploit this informa-
tion in ordering and presenting data. Thus, consistent with
our overall theme, a simple state-level solution based on
dependency-preserving utilities can k implemented with
low cost and a high-degree of generality. These utilities do
not require causal mukicast, nor would they bc simplified
by using it.

8. An example of an derivative instrument is an “buy option” on
an underlying stock.

9. Pricing information comes via communication lines from exter-
nal sources, such as the NYSE, with a local pricing server for each
such line.
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1. Have	
  a	
  queue	
  of	
  messages	
  received,	
  messages	
  to	
  be	
  sent	
  (in	
  
order)	
  -­‐	
  BUF	
  

2. Messages	
  have	
  full	
  list	
  of	
  recipients	
  on	
  them	
  
3. To	
  send	
  a	
  message:	
  

a. Add	
  to	
  BUF,	
  remove	
  self	
  (p)	
  from	
  destinations,	
  deliver	
  
locally	
  

4. When	
  sending	
  a	
  message	
  B,	
  
a. Create	
  a	
  transfer	
  packet	
  of	
  all	
  messages	
  B’	
  that	
  happen	
  

before	
  B	
  and	
  have	
  remote	
  destinations,	
  sorted	
  causally	
  
b. Send	
  transfer	
  packet	
  to	
  destination	
  
c. Send	
  message	
  B	
  to	
  destination	
  

5. On	
  receiving	
  packet	
  with	
  messages	
  B’	
  and	
  B	
  at	
  process	
  q	
  
a. If	
  any	
  message	
  B	
  already	
  delivered,	
  than	
  drop	
  (as	
  

duplicate)	
  
b. If	
  q	
  is	
  a	
  destination	
  (not	
  just	
  forwarding),	
  then	
  remove	
  q	
  

from	
  remaining	
  destinations	
  and	
  deliver	
  in	
  order.	
  
6. BASIC	
  idea:	
  when	
  send	
  a	
  message	
  that	
  depends	
  on	
  a	
  prior	
  one	
  to	
  

the	
  same	
  destination,	
  include	
  it.	
  
v. REAL	
  IMPLEMENTATION:	
  

1. Include	
  vector	
  clock	
  on	
  all	
  broadcasts	
  to	
  a	
  process	
  group	
  
2. Delay	
  delivery	
  if	
  message	
  arrived	
  out	
  of	
  order:	
  

a. Vector[sender]	
  !=	
  vector[previous	
  message	
  from	
  sender]	
  
+1	
  

b. Vector	
  [anyone	
  else]	
  !=	
  vector[anyone	
  else	
  in	
  last	
  
message]	
  

e. GBCAST	
  implementation:	
  
i. Requirement:	
  must	
  be	
  totally	
  ordered	
  with	
  respect	
  to	
  failures,	
  ABCAST,	
  

GBCAST	
  
ii. Failure:	
  

1. For	
  failure	
  of	
  node	
  F,	
  Send	
  message	
  to	
  everyone,	
  ask	
  them	
  
complete	
  deliver	
  of	
  messages	
  from	
  F	
  

a. For	
  CBCAST:	
  Schedule	
  delivery	
  of	
  messages	
  from	
  f	
  
b. For	
  ABCAST:	
  wait	
  until	
  all	
  message	
  from	
  F	
  become	
  

deliverable	
  
iii. Order	
  W.R.T.	
  ABCAST	
  

1. Treat	
  it	
  like	
  an	
  ABCAST	
  across	
  all	
  labels	
  –	
  deliver	
  when	
  becomes	
  
the	
  next	
  message	
  for	
  all	
  labels.	
  

iv. Order	
  W.R.T	
  CBCAST	
  
1. Treat	
  like	
  snapshot	
  algorithm:	
  make	
  a	
  queue	
  of	
  messages,	
  and	
  

order	
  them	
  as	
  before	
  or	
  after	
  the	
  GBCAST	
  
a. GBCAST	
  sender	
  P	
  ask	
  all	
  recipients	
  for	
  a	
  list	
  of	
  current	
  

pending	
  messages	
  
i. Each	
  recipient	
  creates	
  wait	
  queue	
  for	
  messages	
  

instead	
  of	
  delivering	
  them	
  



ii. Send	
  all	
  messages	
  in	
  BUF	
  to	
  remaining	
  destinations	
  
–	
  so	
  sent	
  before	
  failure	
  

iii. Send	
  a	
  list	
  IDLIST	
  of	
  all	
  messages	
  that	
  have	
  been	
  
delivered	
  to	
  P	
  

b. P	
  sends	
  list	
  of	
  all	
  messages	
  received	
  before	
  GBCAST	
  to	
  all	
  
recipients	
  as	
  “before	
  gbcast”	
  messages	
  

i. Received	
  should	
  have	
  received	
  it	
  during	
  forwarding	
  
step	
  ii	
  above	
  and	
  placed	
  it	
  on	
  wait	
  queue	
  

ii. Can	
  now	
  deliver	
  these	
  
2. Now	
  deliver	
  all	
  before-­‐	
  messages	
  on	
  wait	
  queue	
  
3. Then	
  GBCAST	
  
4. Then	
  re-­‐allow	
  ABCASTS	
  

v. Simpler	
  implementation	
  of	
  ABCAST	
  
1. Observation:	
  CBCAST	
  and	
  ABCAST	
  act	
  the	
  same	
  if	
  there	
  is	
  a	
  single	
  

sender	
  at	
  a	
  time	
  
a. Grab	
  	
  a	
  lock	
  using	
  CBCAST	
  

2. Use	
  CBCAST	
  to	
  deliver	
  message	
  
a. No	
  need	
  to	
  wait	
  for	
  replies	
  from	
  everyone	
  
b. Can	
  overlap	
  

3. Sends	
  ordered	
  by	
  lock,	
  so	
  maintain	
  total	
  order	
  needed	
  by	
  ABCAST	
  
f. Use	
  of	
  broadcast:	
  

i. ABCAST,GBCAST:	
  tend	
  to	
  be	
  synchronous	
  to	
  do	
  things	
  like	
  to	
  do	
  an	
  RPC	
  
that	
  updates	
  common	
  state	
  

1. Use	
  it	
  for	
  performing	
  totally	
  ordered	
  writes	
  
ii. CBCAST:	
  tends	
  to	
  by	
  async:	
  fire	
  &	
  forget	
  

1. E.g.	
  read	
  an	
  object	
  by	
  “registering”	
  a	
  read	
  lock	
  with	
  CBCAST	
  and	
  
reading	
  a	
  local	
  copy	
  	
  

2. Can	
  then	
  read	
  local	
  copy	
  &	
  drop	
  lock	
  
3. Is	
  totally	
  ordered	
  before	
  or	
  after	
  other	
  ABCASTS	
  
4. Can	
  use	
  for	
  a	
  lock:	
  

a. Broadcast	
  to	
  acquire	
  lock,	
  holder	
  replies	
  to	
  oldest	
  
broadcast	
  

b. Causality	
  ensures	
  lock	
  arrives	
  after	
  any	
  messages	
  
preceding	
  lock	
  release	
  	
  

c. Same	
  idea	
  as	
  Lamport	
  lock,	
  but	
  use	
  causal	
  broadcast	
  
instead	
  of	
  atomic	
  

7. Objections	
  
a. David	
  Cheriton	
  and	
  Dale	
  Skeen	
  had	
  a	
  paper	
  in	
  SOSP’1993	
  saying	
  causally	
  &	
  

totally	
  ordered	
  communication	
  is	
  not	
  very	
  helpful:	
  
i. Fundamental	
  problem:	
  causality	
  is	
  around	
  communications,	
  but	
  doesn’t	
  

respect	
  real	
  ordering	
  of	
  program	
  (e.g.	
  database	
  serializability),	
  doesn’t	
  
handle	
  stable	
  updates	
  to	
  persistent	
  data	
  

1. Their	
  view:	
  you	
  have	
  durable	
  data	
  and	
  separate	
  processes	
  
operating	
  it	
  (like	
  a	
  database)	
  



2. Want	
  consistent	
  updates	
  to	
  stored	
  data	
  
3. CATOCS	
  doesn’t	
  really	
  do	
  this.	
  

ii. Does	
  not	
  recognize	
  causality	
  outside	
  the	
  system	
  (	
  e.g.	
  between	
  
sensors/actuators	
  in	
  real	
  world.)	
  

1. Example:	
  	
  fire	
  detected	
  (broadcast),	
  fire	
  out	
  (	
  broadcast	
  in	
  
response).	
  Second	
  fire	
  detected	
  (broadcast)	
  could	
  overlap	
  –	
  does	
  
not	
  preserve	
  causality	
  when	
  events	
  are	
  causally	
  ordered	
  
externally	
  

2. 	
  
3. Problem:	
  causality	
  of	
  second	
  fire	
  starting	
  after	
  first	
  not	
  respected	
  

iii. Cannot	
  group	
  updates	
  like	
  a	
  transaction	
  
1. Suppose	
  updating	
  multiple	
  objects	
  –	
  need	
  to	
  acquire	
  a	
  lock	
  (like	
  

lamport	
  clock	
  paper)	
  
iv. Cannot	
  expose	
  semantic	
  orderings	
  outside	
  of	
  messages	
  

1. E.g.	
  stock	
  pricing:	
  exposes	
  causal	
  order,	
  but	
  if	
  that	
  isn’t	
  the	
  right	
  
order	
  (e.g.	
  A	
  sends	
  to	
  B	
  and	
  C,	
  B	
  sends	
  to	
  C,	
  A	
  sends	
  to	
  C	
  after	
  B	
  in	
  
stock	
  pricing),	
  then	
  not	
  enough	
  

v. Inefficient	
  
1. May	
  need	
  to	
  buffer	
  messages	
  before	
  delivery	
  (e.g.	
  ABCAST,	
  

CBCAST)	
  
b. Responses	
  from	
  Birman	
  

i. Focus	
  on	
  apps	
  without	
  durable	
  state	
  –	
  they	
  work	
  well	
  with	
  a	
  database—
and	
  more	
  on	
  command/control	
  with	
  short-­‐term	
  transient	
  state	
  

1. E.g.	
  who	
  is	
  the	
  leader	
  now,	
  who	
  is	
  holding	
  locks	
  right	
  now	
  
2. Tend	
  not	
  to	
  have	
  multi-­‐object	
  updates	
  as	
  in	
  a	
  database	
  
3. Database	
  apps	
  interact	
  indirectly	
  through	
  shared	
  objects	
  

a. E.g.	
  write/read	
  file	
  in	
  file	
  system,	
  update/query	
  data	
  
4. Control	
  apps	
  interact	
  directly	
  

a. Send	
  message	
  to	
  processes	
  telling	
  them	
  what	
  to	
  do.	
  
ii. Most	
  causality	
  actually	
  captured	
  by	
  communication	
  

memory data structures first, but is delayed by scheduling in
sending its multicast message so that the second update by
thread 2 is actually muhicast first and therefore is delivered
by CATOCS out of order with respect to the actual shared
state update and the true causal dependencies. Forcing all
inter-thread communication to take place using the message
system instead of shared data structure would impractically
reduce the performance of multi-threaded servers, given the
cost of messages compared to the cost of shined memory
access. Even maintaining an optimized causal graph
between threads interacting through shared data structures
would be a significant code complexity and performance
overhead.

Figure 3 illustrates this same limitation with an external
channel, namely a tie, in a similar manufacturing setting. A
process controlling a furnace detects a&eon two separate
occasions and muh.icasts “fi#’ warnings accordingly. A
separate monitor program detects the “fire out” in the tirst
instance and multicasts its results. Unfortunately, the last
message received by a third process (Q) is the “fire out”
message, and it incorrectly concludes that the fire is out. All
messages are sent by causal multicast. Note that the same
behavior could be exhibited using a total-orde~d multicast.
The fire is effectively an external chaunel through which a
semantic causal dependency is created between the “fire”
and “fire out” messages. This dependency is not recognized
by the internal communication facilities, aud therefore not
enforced by CiWOCS.

This limitation significantly limits the usefulness of
causal communication for many applications because many,
if not the majority, of interactions take place through shared
resources and external chaunels that are outside the scope of
the communications substrate. For example, the increas-

Figure 3. An Event Diagram illustrating another
example of anomalous behavior, whereby dependent
messages are delivered late. All communication is via
causal multicast.
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ingly popularity of multi-threaded shared servers makes the
shared state of threads a major problem. Similarly, a signifi-
cant amount of communication in real-time control systems
occurs through the external channel provided by the exter-
nal system being controlled. In any case, it is very di.flicult
to guarantee the absence of hidden channels, prompting us
to again characterize this limitation of CAK)CS as: can’t
say “for sure”.

These causal dependencies can be easily handled by
adding prescriptive ordering information to messages that
reflect the true ordering or causal dependencies, and having
recipients use this information to ensure the proper order-
ing. For example, considering the shared manufacturing
database above, if “lot status” records contained version
numbers, then any recipient can easily and correctly order
the messages. However, the provision of these version num-
bers, which can be viewed as logical clocks on the database
state, obviates the need for CiWOCS. Moreover, these
application state techniques also eliminate the uncertainty
of an overlooked hidden channel that is present with a
CATOCS-only solution3.

2. Luck of serialization ability (or can’t say “together”).
CMOCS cannot ensure serializable ordering between
operations that correspond to groups of messages.

Updates to data stmctures typically involve groups of
memory operations, so some means of ensuring serializabili-
ty of the group of operations constituting the update is
required for application-level consistency. For example, a
shared memory system among two or more processors can
ensure a consistent total ordering of accesses to memory,
but that alone does not ensure the consistency of the data
structures in the shared memory. Locking is the standard
solution, although optimistic concurrency control tech-
niques can also be used. CAXICS only provides ordering
between individual messages. An update that requires a
group of messages to be handled as a serial unit requires
additional mechanism. This extra mechanism typically
obviates the need for CATOCS. For example, locks on
shared data provide mutual exclusion between the memory
updates of different processors, making the relative ordering
of these memory access between processors otherwise irrel-
evant, so CATOCS is not required. This same argument

3. In theory, external communication channels can create prob-
lems for state-baaedapproaches, such as having an external chan-
nel communicate uncommitted updates in a transaction to another
part of the system. However in our experience, the computer chan-
nels are w much faster than the typical external channels that these
problems do not arise except possibly under catastrophic failure
conditions or with, for example, very long-lived transactions in
design systems where the users are making a trade-off favoring
availability over strict consistency. In these cases, user participa-
tion may be required to handle inconsistencies, just as arises after
continued operations during a network partition.
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iii. Can	
  do	
  transactions	
  with	
  a	
  CBCAST	
  locks:	
  get	
  lock,	
  then	
  CBCAST	
  updates	
  
asynchronously	
  

iv. Inefficient:	
  can	
  condense	
  down	
  to	
  a	
  vector	
  clock	
  per	
  message,	
  not	
  very	
  
big.	
  

1. Any	
  kind	
  of	
  ordered	
  delivery	
  requires	
  some	
  buffering	
  plus	
  clocks	
  
2. E.g.	
  windows	
  for	
  TCP/IP	
  
3. Question:	
  can	
  cost	
  be	
  small,	
  can	
  benefit	
  outweigh	
  cost?	
  


